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Background
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• Census Bureau has a long history of tabulating detailed race and ethnicity group data and protecting 
information provided by respondents

• Over time, more and more granular census data have been published

• Advances in data science, more powerful computers, and externally accessible ‘big data’ has increased 
the risk of identifying individuals from published statistics

• To mitigate, the Census Bureau is implementing new disclosure avoidance methods for the 2020 Census

• Differentially private Disclosure Avoidance Systems (DAS) are being developed to protect 2020 Census 
data products for detailed race and ethnicity groups, tribes, and their sex and age characteristics

• Census Bureau’s goal is to meet data user needs while implementing new disclosure avoidance 
methods for 2020 Census data products

Pre-Decisional
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Proposed 2020 Census Detailed DHC
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• Population counts for detailed race, ethnicity, and tribal groups

• Basic demographic and housing characteristics for sex and age, household and family type, and tenure

- Stakeholder feedback, combined with review of table access rates, and subject 
matter expert knowledge informed development of 2020 Census data products

- 2020 Census data products include legally mandated statistics that will be 
supported by formal privacy systems

Pre-Decisional
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Spring 2020
• DEMO team introduced to Group II Differential Privacy and Tumult Labs researchers
• Developed analytical tools for evaluating privacy and accuracy balance for producing detailed race ethnicity 

statistics

Summer – Fall 2020
• DEMO researchers evaluated 2010 Census data and how best to achieve balance of privacy and accuracy 

Fall 2020
• DEMO presented proposal and recommendation to Census DSEP for total population and sex by age statistics
• DSEP provided initial approval for DEMO parameters and epsilon levels

Winter – Summer 2021
• DEMO put Detailed DHC work on hold to review 2020 Census data files for producing apportionment and 

redistricting data products
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Timeline for Developing Detailed-DHC

Pre-Decisional
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DEMO SafeTEx Analyses with Tumult Labs
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Tumult Labs’ SafeTEx tool allows Census Bureau researchers to assess interaction 
and balance of privacy and accuracy for producing detailed race, ethnicity, sex, and age data 
for the 2020 Census

Parameters for privacy and accuracy levels can be set to produce statistics 
on thousands of population groups

SafeTEx answers the question –

Given specific parameter settings, what data could we publish within an acceptable level of accuracy? 

Pre-Decisional
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2020 Census Race and Ethnicity Code List

Source: 2020 Census State Redistricting Data (Public Law 94-171) Summary FilePre-Decisional

https://www2.census.gov/programs-surveys/decennial/2020/technical-documentation/complete-tech-docs/summary-file/2020Census_PL94_171Redistricting_StatesTechDoc_English.pdf
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Detailed Race and Ethnicity Groups

Note:  The U.S. Census Bureau 
reviewed this data product for 
unauthorized disclosure of
confidential information and 
approved the disclosure avoidance 
practices applied to this release. 
CBDRB-FY21-035.

* Sources:  2010 Census SF-2 data, 
2016 ACS 5-year data

Pre-Decisional
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Detailed American Indian Tribes 
and Alaska Native Village Groups

* Source:  2010 Census CPH-T-6 data

Pre-Decisional

https://www.census.gov/data/tables/time-series/dec/cph-series/cph-t/cph-t-6.html
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Number of Detailed Groups UNDER 
Established Threshold at Various Levels
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Threshold

White
(n=95)

Black
(n=63)

Asian
(n=24)

NHPI
(n=20)

AIAN
(n=1,303)

Hispanic
(n=20)

Total Total Alone AOIC Alone AOIC Alone AOIC Total

100 0 0 2 1 2 1 490 453 0

200 0 1 2 2 6 2 613 573 0

300 1 4 2 2 8 3 690 652 0

400 3 5 2 2 8 4 753 710 0

500 3 5 2 2 10 6 793 754 0

600 6 6 2 2 11 7 833 786 0

700 6 10 2 2 11 7 867 817 0

800 6 13 2 2 11 7 894 836 0

900 6 13 2 2 11 7 910 860 0

1,000 6 14 2 2 12 9 930 880 0

1,500 10 20 2 2 13 11 981 945 0

2,000 11 22 2 2 13 11 1,017 990 0

2,500 12 23 2 2 13 12 1,053 1,018 0

3,000 13 26 3 2 14 12 1,080 1,049 0

3,500 13 26 4 2 15 12 1,099 1,064 0

4,000 13 27 4 2 15 12 1,112 1,080 0

4,500 13 30 4 2 15 13 1,120 1,104 0

5,000 15 30 4 2 16 13 1,133 1,113 0

* Sources:  2010 Census 
Asian Brief, 2010 Census 
Pacific Islander Brief, 
2010 Census SF-2 data, 
2010 Census CPH-T-6, 
2016 ACS 5-year data

Pre-Decisional
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DEMO Research Goals

Develop parameter settings for algorithm to produce differentially private 2020 Census data 
for detailed race and ethnicity groups, and their sex and age characteristics

• Explore how to establish privacy and accuracy levels to produce statistics for our nation’s 
myriad detailed racial and ethnic population groups

• Allow for equity across all major race and ethnicity categories

• Provide same amount, or more data, than provided from 2010 Census

10 Pre-Decisional
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Parameter Tuner and Noise Visualization

Pre-Decisional
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2020 Census Detailed DHC
Table 1:  Population Counts

Pre-Decisional
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2020 Census Detailed DHC
Table 2: Sex by Age
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2020 Census Detailed DHC
Table 3: Household Type
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2020 Census Detailed DHC
Table 4: Tenure
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Data Product Comparisons:  2010 vs 2020
Topics 2010 2020
Number of Population Tables 57 4
Number of Geographies 104 4
Threshold for National Sex by Age 
Characteristics 100 500

Threshold for National Total Count for
• AIAN Tribes and Villages
• Detailed Race and Ethnicity Groups 

0
100

10
10

Number of Race and Ethnicity Groups 
(not inclusive of AIAN tribes and villages) 67 334

Disclosure Avoidance Technique Swapping Differential Privacy
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Note:  Estimates based on 2010 Census SF-2 data, 2016 ACS 5-Year data, and 2020 Census proposal for Group II data products.

Pre-Decisional
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Where Are We Now?  

Fall 2021…

• DEMO researchers re-engaging with R&M and Tumult after completion of 2010 Census PL release

• Engaging with data users and public on Detailed DHC proposal and use cases

• Evaluate privacy/accuracy tradeoff for the Detailed DHC data

Before “final” parameter setting and epsilon decisions are made…

• Discuss proposed 2020 Census Group II data product plans with tribal leaders in formal AIAN Tribal Consultations

• Address feedback and recommendations from Census Bureau Advisory Committees

• Assess implications that post-processing will have on production of detailed race and ethnicity data products
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Next Steps for Developing Detailed DHC

Pre-Decisional
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What questions or concerns do you have about any potential changes 
to the DHC and/or the Detailed DHC?

Are there any critical decennial census statistics that are not currently 
proposed in the 2020 Data Products crosswalk and/or geographic 
detail that you require?

What levels of geography (e.g., places, school districts) are needed for 
detailed race ethnicity population groups, and for what purpose, 
policy, program, etc.?
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Questions for NAC

Pre-Decisional
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